
As Good As It Gets – Securing Linksys WRT54G Routers  
by: Kyle Shover 
 
BEFORE BEGGINNING:  
THIS GUIDE WAS PRODUCED USING A LINKSYS WRT54G WIRELESS ROUTER (FIRMWARE 
v1.42.2). CONFIGURATIONS WERE PERFORMED UNDER ITS WEB-BASED CONFIGURATION 
SYSTEM. REMEMBER TO ALWAYS SAVE YOUR SETTINGS ON A PER PANEL/PAGE BASIS! YOU 
CAN'T MAKE TONS OF MISCELLANEOUS CHANGES AND THEN CLICK 'SAVE SETTINGS' AND 
EXPECT TO APPLY THEM ALL. THE 'SAVE SETTINGS' BUTTON ONLY WORKS ON THE CURRENT 
PANEL.  
 

IT IS STRONGLY SUGGESTED YOU ONLY MAKE CHANGES I 
SPECIFY TO ENSURE AND MAINTAIN FUNCTIONALITY! 

 
GUIDE FORMAT IS AS FOLLOWS: 
(It is assumed the web interface will be used to configure the router.) 
 
-MAIN TAB NAME 
 *Sub-tab Name 
 - SUB-TAB’S OPTION 1 
 - SUB-TAB’S OPTION 2 
 - SUB-TAB’S OPTION ...x 
 

- § - denotes a MAIN TAB change 
 
Enter the web-based configuration system via a web browser pointed at: 
http://192.168.1.1, login, and then proceed with the following. 
 

- § - 
 
-SETUP 
 *Basic Setup 

- Set to Automatic Configuration - DHCP (required by most ISPs1) 
 - Maximum Number of DHCP Users: X  
 
 
 
 
 
 
 

- § - 
 
-WIRELESS 

*Basic Wireless Settings 
- Wireless Network Mode: Mixed 
- Wireless Network Name (SSID): linksys (<< CHANGE THIS!!!) 
- Wireless Channel: Default (6-2.437GHz) - changing effects strength 
- Wireless SSID Broadcast: Disable 
 
EXPLANATION: Mode can be left as mixed, unless you know all your 
devices run on one specific protocol (i.e. a,b, or g). Change your SSID 

X = (by default) 50. Since most homes do not have 50 
computers, it is suggested to lower that to the exact number 
of systems on the network. But, if you have guests, add a 
couple more as a buffer. 



to give the impression you know what you’re doing (even if you don’t). 
The wireless channel is variable for everyone, so change it around or 
leave it alone. Users must know the SSID of a network to join it, and 
disabling the broadcast will help prevent unauthorized users. 

 
 
 
 *Wireless Security 

- Security Mode: WPA Pre-Shared Key 
- WPA Algorithms: TKIP (AES is ideal, but support is limited.) 
- WPA Shared Key: [INSERT PASSPHRASE HERE] 
- Group Key Renewal: Default (3600 seconds) 

 
EXPLANATION: This is one of the more ideal configurations. However, WPA 
compatibility may not be available on all devices (could be a good or bad 
thing). Encryption is highly suggested, even if it is WEP, but WEP keys 
can be cracked, whereas (to my knowledge) WPA-TKIP can’t. Leave Key 
Renewal as default. 
 
OS X Users: To enable WPA, makes sure your AirPort drivers are up-to-date 
and when logging onto the network select “WPA Personal”, enter the SSID, 
and enter the shared key as your password. 

 
*Wireless MAC Filter 
- Wireless MAC Filter: Enable 
- Permit only: Permit only PCs listed to access the wireless network 
- Add your system(s) MAC address(es) to this table, be sure to include 
the MACs of all your interfaces (i.e. your physical Ethernet port(s) as 
well as any wireless NICs) for convenience. 

 
 Can’t find your MAC address, huh? 
 Windows -  open command prompt (run > command) 

type: ipconfig /all 
Physical Address = MAC Address 

 
Apple   - System Preferences > Network  

Show: AirPort 
AirPort ID = MAC Address 

 
Show: Built-in Ethernet 
Click the Ethernet tab 
Ethernet ID = MAC Address 

 
 EXPLANATION: A MAC address filter is a good deterrent in, and of  
 itself, but MAC addresses can be spoofed as easy, if not easier than IPs. 
 So, while it helps, access lists alone will not provide sufficient  
 security, but in conjunction with the other settings, you are on your 
 way to one secure wireless network. 
 

- § - 
 
-SECURITY 

*Firewall 



- Firewall Protection: Enable 
- [check] Block Anonymous Internet Requests 

 
 EXPLANATION: It’s a firewall; need I say more? Make sure to Block 
 Anonymous Internet Requests, which can provide information about your 
 system to unauthorized users. 
 
 *VPN (Virtual Private Network) 

- IF NEEDED CONSULT ANOTHER SOURCE FOR HELP. 
 

- § - 
 
-ACCESS RESTRICTIONS 
 *Internet Access 
 - Your call. This is where you schedule when you can access the internet 
 and when you can't. This can be impractical for some people. But if you 
 know you don't use your internet between 9:00pm-6:00am you could further 
 secure yourself with this panel. This can also deter your up-and-coming 
 perverts (no pun intended) from going to inappropriate site when you are 
 not home or awake. I'm not going to go through it because everyone's 
 activity is different. Plus, everything's rather self-explanatory -- 
 arguably the easiest configuration page. 
 

- § - 
 
-APPLICATION & GAMING 
 *Port Range Forward 
 - Don't bother with this until needed. Usually applications that  
   require port forwarding will tell you in advance, and this is the   
   panel used to configure them. 
 - If you find yourself forward ports: 
 
Application Description of application (AIM, MSN, P2P app, etc.) 
Start & End Range of ports to start and end forwarding 
Protocol Keep set to both, unless otherwise specified by a software vendor 
IP Address Fill in the last octet with a number 
Enable On/Off 
 

 
 
  
 
 
 

 
 
*DMZ 

 - Disable 
 

- § - 
 
-ADMINISTRATION 
 *Management 

If it's one application needing only one port forwarded, put 
the same port in the Start and End boxes. If an application 
requires a range of ports to be forwarded, well, I think you 
can figure it out.  
 

HINT: 2 different numbers go in 2 different boxes. 



 - Let me guess your password...admin? If I guessed right, change it. 
 - Remote Management: Disable (unless you need it and can ensure security) 

If you enable Remote Management, at least [check]Use https: 
 
 EXPLANATION: Leaving the password as the default is irresponsible. 
 Anyone can find default passwords to about anything using a search 
 engine, and sometimes even the manufacturer’s website. 
 
 *Log 
 - Log: Enable/Disable 
  

EXPLANATION: It’s recommended to enable logging. It can help keep track 
of unauthorized traffic. However, if you don’t think you will use or need 
it, disable it. 

 
*Diagnostics 

 - Ping: The amount of time it takes to send data from one node and back. 
 - Traceroute: Routers/servers traversed while sending data to remote 
   machine. 
 
 EXPLANATION: They help troubleshoot if you know how to use them. 
 
 *Factory Defaults (OH GOD NO! WE'VE COME TOO FAR!!!) 
 - Restore Factory Defaults: Y/N  

 
EXPLANATION: Does exactly what it says. This can be a saving grace if 

 all attempts at repair have failed or your router stops working properly. 
 
 *Firmware Upgrade 
 - Keeps your firmware up-to-date. Use the 'Upgrade' button to do so. 
 

- § - 
 
-STATUS 

*Router 
- Shows a summary of your router's configuration 

 
*Local Network 
- Shows a summary of your LAN's configuration 
 
*Wireless 
- Shows a summary of your wireless configuration 

 
1 AOL uses a PPPoE (Point-to-Point Protocol Over Ethernet) connection. Set the 
drop-down menu to PPPoE rather than DHCP. Then enter your information in the 
following format: 

 
User Name: [yourscreenname]@aol.com 
Password: yourpassword 
 

FYI: When you save changes under PPPoE, your password length with fill the box. 
Don’t worry, this is normal. 


